= I 12—y b DRENE wx = mA M Tsuyoshi Takagi B & Eiichi Miyamoto
[2009/8#8]  7AZT7HNo WREET 5 HI%A /NFE & Osamu Konishi A% EXBE Masaaki Shirase

A=Y N DREMZIREET 5

Verify Internet Security

A A HE == FHE  HE BHE X 1R T St
Taiki Kimura Takayuki Seo Tomonori Funahashi Shota Tsukada Hideki Yokozeki Rikichi Hirayama
Bt B T &% Wig  HEY IR FE K XA BhE
Yuko Kikuchi Takahumi Tsuji Midori Matsuhashi Shun Kobayashi Shota Nakasato Hironobu Nagaya

B_#= outline

AT7OY Y b TlE RERESHRD 1 DTH2 RAABSERE L. ZNICHT 2EFEE ZOREICDVTRD,
BEMICIE. RAABSICNT 224 IV VHBEITS, 210 IV JHBLIEESL - ESLICHD BREZFIRT 5K
BEDTLETHY . TOREEICK VK 2 BB TREE NI &V DIREND S (2003, Boneh, Brumley), £7OY 17
PORELE LTIE. RAABBSZREL. TIICHTBHEZTTI. T5Ic. TNODKREICHT H50HKZET 2.

In this project, we implement the RSA cryptosystem that is the one of the public key cryptosystem. Then we Timing

attack it, and take counter measures. Timing attack is cracking using the time that coding / decoding takes, and there is
a report cracked in about 2 hours by this attack. In the task of this project, we implement an RSA cryptosystem and
perform attack for it. Furthermore, we do counter measures for those attack.
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RSA Cryptosystem is invented by Rivest, Sharmir, and Adleman. It is widely used all of the world.

We show about RSA Cryptosystem and Timing Attack bellow
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We accelerate the speed of RSA
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Timing attack on RSA cryptosystem




