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Thinking about security technology that “protects us” and security consciousness that “protect by myself” .
Online lessons and remote work had increased mainly influenced by COVID-19 since last year. Therefore, this project is divided into two groups. One group
learns about security technology that protects information and attack methods and thinks about effective use of cryptographic technology. The other group

aims to understand and improve the security consciousness that the user handles.
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Due to the effects of Corona, it became difficult to actually go to the site and vote
during elections, thereby, an e-mail voting system attracted attention. So, our group
implemented a time-release cryptosystem that allows the sender to specify the date
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From the questionnaire conducted last year, it was found that the security awareness
of FUN students is low. In addition, an IPA survey found that the rate of encounters
with phishing scams was high, and that half of teens and twenties did not take
security measures. We consider these situations to be critical situations, and in order
to solve this problem, we divided into a cyber attack simulated experience group and a

and time when the recipient can decrypt the message.

F3E {4k Method / Specifications
QO: KEFBN/NTA—XEHE S
7AILE

@: FEHIZESHINOXFSEHFE L L TESL L7
EERFMEA—ILY—NRZEBL TZEEICES

Q) ZEHEIIEONTCET/-ESHERIZEERBIET
@: BERBIIFRHICAR - T-0EFICESHE (FERE)

quiz creation group and created a web page aimed at raising the security awareness
of FUN students.
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(3 The recipient passes the decryption time to the key generation station.
@The key generation station passes the decryption key (time key) to the recipient when
the time is up.
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We have created a web page that gives you a simulated experience of phishing scams. A
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This website reproduces the flow of personal information being stolen by e-mail (AWS)
guidance on the browser, and is structured so that you can learn countermeasures FESLI=L
against phishing scams after a simulated experience. In addition, on the page after ZT
the simulated experience, information such as countermeasures against phishing o L
scams and information on other cyber attacks are posted. @D/8F XA —42 Kt ?}Eﬁfgénﬁnﬁ
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We created a web page that presents security
software suitable for my environment. You can
know the most suitable security software just
by answering 6 alternative questions. In 1. Web—<Y® QR a—F
addition, information such as the types of https://ganshishi.github.io
computer viruses, infection routes, and /FUN2021 projectl9 security top/
security improvement methods is posted.
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Due to the fact that it was implemented as a Chrome extension, it is not possible
to encrypt or decrypt the attached file directly.
— > |t can be applied when creating a new mail system.
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