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Abstract

The purpose of this project is to deepen understanding of security and to actually
use and experience it. In recent years, with the advancement of IT, information of
many individuals and organizations is handled over the Internet, and the risks and
importance of security are increasing. Therefore, this group aimed to solve the above
problems through the use of cryptography. The final goal of the project was to reduce
the damage of targeted attacks by e-mail using digital signatures based on ID-based
cryptography. As a specific deliverable, we implemented a digital signature function in
the campus email system using a Chrome extension and Google Apps Script, since the
email system has been migrated to Gmail this year.
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F7o, MOKNCHET 28D D 5. O DAFETRADOMERITRE Lz & & @E DN
BESS DGE, AR EH/ZICERL, U WMERE2RNT 22T THEED 3. LAL ID X—
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BRI ZHERN EZER LB O REVAETHOTI NS HIEZIZAS X CH LTI L
DA Tz, RIS F I, fRRICEREHE L, 20 —T Y =& =55 ORI SE k%
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TERDDAXNEHITE T, 7z, HFTOMFEZMIEICED 372912 GitHub £ \W5 Y 7 +
VxT7RETOS 27 FDN—T a YEHEZATE 5 Web ¥ — B 2IZOWTHE L. BIHIR
CIEHPRHFERICBDERR T A FRRATA FITHAT 24 72 FRRIE, RRICDEL L BARDME
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RIEREZERLT 2 2 & L .
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BUERNT 2720127 7 A WL T 2REND 5 7-DE% Google Apps Script HWTT ¥ A b
7 7 AWML L7 RICBHL DT % JavaScript TEBL &5 eilAk. Lr LEEEHCIETES
WELZRMIT 23 TELPZEENTIIEEEIRMN LBUEWRET 20 TET, %
EENCTEAZHR T2 ICIBHE T vy 70— FTEZY—N=—DRETH DV Z EHHHAAL
7. & o T JavaScript 12 X 2 IRIHRREO EBUIREETDH 2 L W O HEICE o 7. Z 2T Google 23
L TWE T 7T LA FFETH S Google Apps Script 2 UL THMIBEREDBIFZITS Z &1
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L 7z.Google Apps Script 1% JavaScript %212 LT\ % 728 JavaScript 28 L 72 E0 T
CEMAEETH B. 72 Google RALL TW 2728 Gmail EHD X Y v FHTFEFE L Gmail 124
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NTBZENTERDP o MRERTIEIRRA X —EROEREZHY LIE2, YHOHRHIT-
oo TOREERDRLTOVARTIHET I LI TELDY, GETHNEZRIZLTL R, X ERINET
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HWH LA DNy & 21k,Google Drive N7 7 AL AT Ly R — b ERIER, Ny > 2% Z
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T 4= KRNy IREMRE, kA BRRIGE TR =7 VAP BBRE DN TER. ZOX S RKIE
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THZEDICAIa=sr—2ark b I b CHARA@MEZERAEST 2 2 e N TE . BTELZME
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(%3CE: FARER)

Group Report of 2022 SISP -22- Group Number 18-A



Cryptography and Security

5.2 MERFIE & i
5.2.1 ID R—ZEES

2N D Gmail ICEFBERZFET 27012 ID R— RS2 FIH L 721D X— ZWEE L 138
BED1ETH2.ID N—RAESTIIARME YL L THAEOEERS X -7 FL R, FIAEH
HBOLHTIFEDEROXFHEFHATEL L WHREDH 5. Ko TRHBPELVWSDTHE20Y
5 DNBHEEEIHSE CTIRAE S 2 ED LWV, FEFEH/R S, X — LT FL R Vo AHENEZICH 5
ZEMTELZLFHN R RIS 2 L NERE H S H U DR T 2 BEDBRVED XY v b OIEE
T2 OZCHKROBETELALIY DEAAHELIBONETBLOMBIGELTWAEZLNS. —
7T ID N— A B BR OER 2 LT 2 - DAERROEREDOX v —Y DS B
HHARETH 2 L WO REDFIET B, L LR bR L -E T+ BATIIWEREEFHED
VB a—RTHERT 270 ORIEMEIITRSRVE VR 5.
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5.2.2 ID R—RE4

WES NS 2 BRI BA O RICEFXEIIN L TBA RN G LA EERANOHR L 77— XK
SAEMILT 2B TFBHANFET 5. BIE, BFBEHLIE S/MIME & W5 S ARPFHIATH
2753 S/MIME 3E KR LTW2 2 IEE W AR BADONKE LT TIERV. Ko T
BT & D BABHEDIE CFEAND Gmail THHTEZ 2 ID RXN—RBHEZFEET L LicID RN—
2 BHEFND Gmail ICFEET 27D R =L EREET BB EIC R ZEELEDOA—LT FL R
BNBIRY L7z Ko T, b0 FEELEZID XN—XBLIEIPEFEOEFBL I b AES I
B2 TES. ¥, ID RXR—XEEZ2FHLZEFEHXHTDH 5D TEEFED S/MIME ZHH L
FETEHIDDZEEMOEAEEIFEN. DL EXD IDN-RBAIETELEHEFEODD X
DER LT ENRKEBADOWEL LTHATH 22 0WR 5. 5%iE Gmail SO X — 14—
ATOEREDPNETHDEEZS.

(XCH: BIEKREL)

5.2.3 Google Apps Script
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Gmail \D 7 7 & AW QHE ML IX Google Apps Script 23 % Z ¥ 12 L #2.Google Apps
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TdHH,Google Apps Script Zf#i5 £ Gmail % Google X 7L v K> — b ,Google K74 772D
Google 23Rt T 28k 4 2 — X LT Z HEML LD, BB OV — L XA 2HfEX gD TE 3
b DTH 5 .Google Apps Script DFAFEIX Web 75 v CEIfET 2 728, BIRREOEENRET
HY, HHSEED javascript ZFITES T W S 729 javascript ZH L T 258 X LA 5
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(% E: BEEL)
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javascript I Z & L THEE{LZITWV, £72 Google Apps Script I L T X — VIS X & T
T2 vokilEr o, ZHAICED, X2V 74 BEOREEZ T 5 Z & 7  HLEREEED &
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Az DWW T OFfiIZ T T 7.025 TH o 7. BREAMEAL TOaxXxy s Tk N1 ADBETEHET
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CWREoT, BMDIEIH T DRLTKFHHT 2 Z EAHR TV EZ 2 Z L HHIKS.

FRERNBFIZOWTOFIEDOFIEB K2 7.67 L HEEEIM LD dEVEHizHE o Tn. ax
ke LTI, TR BB Y OREHRK TN E DA TH - 72, TEHER +510EK
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