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Due to the impact of the COVID19 the year before last, online classes and remote work have become widespread. Therefore, this project will be divided into two groups: one group will study security technologies
and attack methods to protect information and consider effective use of cryptography, and the other group will aim to improve the security awareness of users who handle such information. In addition, the group
will deepen their knowledge of IT and try to solve various problems in CTF.
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As a background, there has been an incident of targeted
attack e-mails. Targeted attack e-mails are e-mails with
viruses that have been cleverly designed to make the
person in charge of the organization believe that the e-
mail is related to his or her work in order to steal
important information from the target organization.
Since it is necessary to verify that the contents of the
email are what the sender intended, we will develop a
function to add a digital signature to the email using ID-
based encryption.
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By using ID-based encryption, it is easy for the recipient
to obtain a public key (on the recipient's side). extension.
This artifact is characterized by the fact that it uses ID-
based cryptography, which makes it easier to obtain the
recipient's public key than existing digital signatures.
Through this work, we were able to suggest the feasibility

of using ID-based cryptography to digitally sign e-mails.

ID N—ABESHEIGALUIE Gmail [CHITIBFELI AT A

LA

LY

ZLLVE —

1= (1234567@)

TEE BEDX7 I _
/5% 1000XXX@ DL . J\Rase

(71

2 ALRD L [E H'\LHS‘\‘D! CE

oo _ .123456?@
) Ty
ALEEAL. .. [§> “ - |
) = ALrE&AL

fTUTEE

1= (10000@)

WebR— <0 web

H Bt Background

(9‘) 2HAELDITHAN\—INFEDE
Z2HHNEE. BMERICHY A 25—
v FEFIBHLEILRICEZTAEND
BREEIAE o=, TR LMD,
BHREX 1) T DEEPERR LA
BiEZIZLT 94X & THAN\—K
BEDRLUAER] BNHEEXDHIWebR—TD
ERRZ BT,

As shown in the figure, the number of arrests for
cyber crimes has been increasing every year, and
the risk of being involved in Internet-based crimes
has become higher. Therefore, we aim to create a
web page where users can take a "quiz" and
experience a simulated cyber-attack with the goal of
learning and raising awareness of information
security.
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The quiz page has created a quiz to help students
learn about specific cyber attack countermeasures
with reference to the Information Security 10 Major
Threats 2022.We created a simulated page to
convey the threat about ransomware.
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Accept the results of the questionnaire and make
Improvements. In addition, the overall design
renovation.
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Despite the fact that many Fun students are employed by IT
companies, lectures in the security field are mainly classroom
lectures and do not include practical exercises. As a result, few
students are able to solve problems when faced with actual
problems in the security field. Our group's goal is to create a CTF
site for beginners, Capture The Flag (CTF), which is a kind of
hacking contest to find a hidden Flag (correct answer) by making
full use of information security skills and knowledge. It is the best
content for practically acquiring security skills.
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The CTF group created a CTF site that is friendly to Future
University students. The genres of the problems are Web,
Network, Cryptography, and Misc. We hope that this site will help
you to start CTF.
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In the future, we would like to create more easy-to-understand
explanations and expand the number of questions.
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