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Reallzatlon of Cryptocurrency using Elliptic Curve Cryptography and Implementation of Japanese Encryption Using Lattice Cryptography
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response to the threat to the security of cryptographic technology posed by the accelerating development of Al and the practical application of quantum computers. Another objective is to develop a
cryptocurrency that can be used at Future University Hakodate using elliptic curve cryptography, which is now widely used around the world.
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A lattice is a set of points that are integer multiples of a pair of first-order independent vectors
(lattice basis) (Figure 1). The same lattice can also be generated for different lattice bases (Figure 2).
In this project, we studied lattice cryptography based on the security of the difficulty of solving the
: following lattice problem.
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ECC(Elliptic Curve Cryptography) is a type of public key
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The security of lattice cryptography is ensured by a mathematical problem called the lattice problem. Examples of lattice problems
are the nearest neighbor vector problem, the LWE problem, and the shortest vector problem. The nearest neighbor vector problem

> is the problem of finding the nearest lattice point to a given point, and the LWE problem is the problem of solving a congruence
O J'sz % q:% equation where the number of unknowns is greater than the number of equations. The GGH method used in this group uses the
— o 1 44 = Teh A s - - — nearest neighbor vector problem, while the LWE method uses the LWE problem. The third shortest vector problem is to find the
Azuree AWNTOZoRED Ay Fr— R ilicmEstE, FNTHEATEOBSEE shortest non-zero vector for a given lattice.
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including outside of Future University Hakodate, it enables client-side mining using JavaScript. W—C*«U‘ f&i§1ﬁﬁfﬂﬁ%'ft LT:"%*&’ETE%T%&L"}%@?%% .

To guarantee transparency, this site allows you to monitor transaction pools and the data of We created a web page that can be securely encrypted/decrypted over a network using the GGH and LWE

blocks in the chain. Connections are secured with HTTPS encryption. This service offers the methods, which are lattice-based cryptographic schemes. The encryption/decryption of this web page was
fundamental algorithm of the blockchain, facilitating those unfamiliar with blockchain created in accordance with public key cryptography. The function of this page is to encrypt the text you type on
technology. Additionally, by implementing blockchain on the cloud, user can experience an| the "encryption" page with the public key and save the encrypted information as a text file. Then, on the
immutable cryptocurrency system without needing to downloading any software. "decryption” page, the encrypted information is decrypted using the private key.

Welcome to lattice cryptography!
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