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B0 7 MEE Project Overview

The purpose of this project is to contribute to society by solving information

\\\ —“ \\\ P ~
AX7O2 T bE. &}l/*j: ICHITBEHREF ) T DFREZERL. HEEE security issues in the digital society. After learning the mathematics underlying
= ?ET _ CEHEHB 2: 33, BERMOERE BRAMIBEEF. NERHEAZ BB L=  cryptography and acquiring the necessary knowledge, we implemented elliptic
A= T S+ Ah o A curve cryptography in hardware, especially FPGA, and worked on improving its
1§ * - 'ﬁ% SZN=F rj T %“'FPGAh’i L. € O))d]_'_ﬂ‘/"L’Ey D '%HAJT“'O *ﬁ efficiency. Elliptic curve cryptography is expected to be used in the next

fiRRE =S 1. RiERE O BENRE EZ_K/ZTA\ JERY A+ N—HhH—REBCICHERTS generation of automatic driving systems, the next generation of my number
*L% %E—C Hb. ﬁ@f b%ﬂg@,ﬁ:ﬁg L%‘%—?%%@ﬁﬁaﬁ\ ,ﬁ—y;h—t L3, card, etc., and is expected to be applied to contribute to a secure and efficient

social infrastructure.
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AT, ESRmOSR THZXEOTRETL. ERLE5H] WTHERE T T L L. AT BEHAS < ABICONTCS
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“jlv%ﬁ“h”;mbmht°“_“717£ﬁ@xuvt S bi15. BEOXEMNLRIE 2 EOR N5 —EE, B2
3, EBED O nﬂrkﬁ@? T\Ggwﬁngﬁbjm;i REHANBIE LED RN 5 —EETHB. LA >TANT— 1
2. RN PO 7EAEG 5B BEA- L7 £L§ DEELISHERERES T Db DR BRI LI L X 3,
‘n%ﬁﬁ Wi Eﬁ% cn< L\éb\‘ A= ‘i%""ﬁ FEE—C @Eﬂ%f 355% Scalar multiplication was initially implemented using a simple algorithm, but as the size of the
ﬁ'Z’,%‘ﬁJz LY Tﬁﬁf%ﬂa LN TC EEI?%%?—; oY [ |E_|'flL |:| EEH:\ AM D*ih\T;E nu.ml?ers increased, simulationin C t?ecame chall.enging., necessitating thimization for speed. In
9 BVitisL L\ SFPGADRET LK Z(TS DY 7 bV T T2 utiplicatons il decryption equres one. Thersfore, optimain scalar multplication efecivel
BHL7, Vitis T CEETV7INdUILZ=E. ZILJdU LD accelerates the entire elliptic curve cryptography process.
Sal—>3ay. gUEl. N\N—RoUxz7EEhEE T I nrle O =He - :
: | VSR high-level synthesis
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In the first semester, the students learned the mathematics [ camTridyu LR ":] A method of hardware design that automatically converts circuit design data in Hardware

underlying cryptography and acquired knowledge of the D - : . . .
escription Language (HDL) based on algorithms or code written in a high-level language
fundamentals. In the second semester, they worked toward v P guage ( ) & & sUag

hardware implementation of elliptic curve cryptography. The | Rt T A L) C SR ' (e.g., C).

advantage of hardware implementation is that it enables low v 5 '

latency and high efficiency processing and reduces the CPU | RIS (Vitis HLS) I O F PGA

load. In the past, hardware design was developed directly using " v ' . - — 1818
a hardware description language, but this time, since the |".c;RTLc;s.imumtiun.”i Field Programmable Gate Array@ﬁ%ﬂ\’?@_ 0. %l‘%—“;'fﬁﬁajé E 7
development was to be done in a short period of time, a ! (T7+14—JLE) T, TN\NTXAONEH SEREAFHREZZZI AL Z &HA]
technique called high-level synthesis was used. For high-level - 57._ = s S EE X e

synthesis, we used AMD's Vitis software for FPGA design and | FPGAICBEAL | pe/dEmiElEg (7 — b)) BERRSNIET/NA R,

development. Although we did not reach the point of verifying ¥ Abbreviation for Field Programmable Gate Array, a device that integrates logic circuits
the operation on the main unit, we were able to accurately | FPGABMESEE | (gates) that allow design information to be written from outside the device in the field
simulate the main calculations of elliptic curve cryptography. : é ) where it is actually used.
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VitisZEALECY I aL—a Y OBRED LI, RISEBDFPGA VitisZ A L7-Co I aL—> a3V OREREDH LIS, S%IEEROFPGA
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Based on the results of the C simulation using Vitis, the 2 e e e e . _ - . L
next step was to proceed with the actual FPGA hardware  irary ees; %l@ﬁﬁ 9BH5_ET. Cbird/\N7T F—N A Jl:'j = =X % o b GJEE%
. . e . . useIEEE.std_Iogic_![Lt.?;.l?ll; _ - i _ oru hese _
|mpl§mentat|on. We. Vel’lfI.6d whether the proce55|.ng tl'me o2 EEE umerc 75—:% 1=, 'ITf;E@FE\ﬁH Iz |J|:I__| I+ - E Lﬂ.%% K ZxH El;léa 9,
obtained from the simulation matched the execution time gy pont-mutis
. . . . . ap_clk : IN STD_LOGIC;
In the actt{al hardware to confirm the e.fflaency " Fhe ap-start N STDLOGIC Based on the results of the C simulation using Vitis, it is necessary to
hardware implementation. Through this comparative ap_done : OUT STD_LOGIC; : : .
. : ap-idle : OUT STDLOGIC; proceed with the actual FPGA hardware implementation in the
verification, we worked to improve performance. e O G 347 downto O) . . . . .
" INSTOLOSIGVECTOR (1023 goumo ) future. We will verify whether the processing time obtained from the
end; o | simulation matches the actual hardware execution time, and
schteturebehav ofpon s confirm the efficiency of the hardware implementation. We also aim
{ ?;tgi‘:;‘_‘gjﬁﬁi;@fﬁ'jﬁf;l‘jﬁ;%@i_ﬁf be_“a“m““e““re ° _ _ to improve performance through this comparative verification. In
Sgigé_?ﬁllaigLoc_Kﬂ(’).OO(ZOOO,HL_S_INPUT_’ARCI;:othe;s,HLS_S\;N_C_LOCK=;.2840;)O,HL addition’ VltlS' heat_map funCtion WI“ be Used tO Identlfy COde
255 SN LUT T 20 VRSN bottlenecks and apply optimal algorithms to further improve
O o8 0 dounto 0 = 00000007 performance. Based on these results, we aim to lay the foundation

constant ap_ST_fsm_state2 : STD_LOGIC_VECTOR (7 downto 0) := . .
constant ap_ST_fsm_state3 : STD_LOGIC_VECTOR (7 downto 0) := "00000100"; for future a Pp lications.
constant ap_ST_fsm_state4 : STD_LOGIC_VECTOR (7 downto 0) := "00001000";

constant ap_ST_fsm_state5 : STD_LOGIC_VECTOR (7 downto 0) := "00010000";
constant ap_ST_fsm_state6 : STD_LOGIC_VECTOR (7 downto 0) := "00100000";
constant ap ST fsm state7 : STD LOGIC VECTOR (7 downto 0) := "01000000":

"00000010";




