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Revolution of security paradigm -pairing encrypt system-
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Broadcast cryptosystem group
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What is the broadcast encrypt system?
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“KAGIMI”
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Application
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We implement broadcast cryptosystem that uses the

. % pairing. It's proposed by Dan Boneh, Craig Gentry and
Brent Waters in 2005

This project is the first time in implementation
this cryptosystem

This is different from the public key cryptosystem used so
far. It can allocate two or more opened keys (private key) to
one closed key (public key). There is an advantage such as
becoming of it easiness to manage the key by this character
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-Because it doesn't depend on the number of addressees and the public key is
unnecessary only by one, the key management is easy.

-The encrypted data can be unnecessary only by one, and the preserved capacity be
a little.

‘We can easily specify whether to make the data can decrypted by which individual
key.

-Because the pairing is used, the length of an individual key is short.
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We developed the application "KAGIMI' as application
It can safely send the image data. If we use this 'KAGIMI', and
we make only one encrypted data, it can be decrypted with two
or more |ndividual keys. The name of 'KAGIMI' comes from the

character “Only the limited addressee can see the image with a
key”.
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Encryption KAGIMI (Sender)

Decryption KAGIMI (Not permitted receiver)
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- The thesis of the
broadcast code was
read.

Making of program that
calculates pairing on elliptic
curve
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Impression and consideration
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= Programming in the C

language as for the key
generation part.
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- Applied application design.
- Programming in the C++ language
as for the application.
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There were a lot of things that had to compromise because it was development by the
few members. Still, being able to develop one application became a good experience

As for me, putting felt that it was in the first mounting this. And, I think
accomplishing to be a very glad.




